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COMPUTING APPARATUS AND METHODS USING SECURE AUTHENTICATION ARRANGEMENT ■ 



t57) Abstract ~ 



Computing apparatus comprises a mmioty means storing the in- 
structions of a secure process and aa aaftfentieatton pioc^s; a^uacessing 
means arranged to contert the cfeiatoi of tiie computing j^jpaiatus in- 
cluding by executing flie secure process SBi tbe auttiaJttfltlion process; a 
user interface mean&anaBfed to reci^veuser input aitf tetum to the user 
information generated by the proeeste meps in response to flje user 
input; and an interface means for receiving a Jemovable primary toJcen 
and communication flie toten. The token comprises a body si^- 
porting a token inteiftee fcr oominunic^^ wifli flie xnteifaee megos, a 
token processor, and a token memory adapted to store token data includ- 
ing infomiation for Idaitifyins the token and auxiliary token informa- 
tion identifying one or more autiorised auxiliary tolcens. Hie processing 
means is arranged to leceive the identity infoteialioa anidUie auxiliary to- 
ken information froni the prteacy token, to audienticates the totei using 
the authentication prS^s and, if the tcften is suiscessftHy authenticated, 
permit a user to interact with tbe secure process via the user interface 
means. The processing means is arranged to repeatedly auflientieate the 
primary token and cause the computing platform to suspend kitejaction 
between the secure process and fte user if aadventication is not possible 
as a result of the removal of the primary token unless die primary token 
is replaced by an authorised auxiliary token. 
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COMPUTING APPARATUS AND METHODS OF OPERATING COMPUTING 
APPARATUS 

(HP Ref: 30990059) 

Computing apparatus comprises a memory means storing the instructions of a 
secure process and an authentication process; a processing means arranged to 
control the operation of the computing apparatus including by executing the secure 
process and the authentication process; a user interface means arranged to receive 
user input and return to the user information generated by the processing means in 
response to the user input; and an interface means for receiving a removable primary 
token and communicating with the token. The token comprises a body supporting a 
token interface for communicating with the interface means, a token processor; and a 
token memory adapted to store token data Including information for identifying the 
token and auxiliary token information identifying one or more authorised auxiliary 
tokens. 

The processing means is an-anged to receive the identity information and the 
auxiliary token information from tbe primary token, to authenticate the token using the 
authentication process and, if the token is successfully authenticated, permit a user 
to Interact with the secure process via the user interface means. The processing 
means is arranged to repeatedly authenticate the primary token and cause the 
computing platform to suspend interaction between the secure process and the user 
if authentication is not possible as a result of the removal of the primary token unless 
the primary token is replaced by an authorised auxiliary token. 
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